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Benefits

o E o om o E oW om o omom oo,

Remote machines can be very convenient:
* One central machine for calculation.

* Multiple users can use it at the same time.

* Specialised software only in one place.

* Cuts expenses.

* No one wants a cluster in their office.
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How?
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* Some sort of connection medium. ' ,
* Special hardware. : 1
» Defined standards - protocols. . :
* Dedicated applications. 1 1
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Basics

Protocols

e HTTP - When visiting websites.
IMAP - When fetching email.

Telnet - Plain text protocol for remote access (unsecure).

SSH - Secure protocol for remote access.

SFTP - For file transfer.
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SSH

Client

Server
Remote Machine

IP Address:

- 145.88.65.151
Host name:

- shark.nl

SSH Server app €

User acounts:

- gulliver
: 182

- antonia
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SSH

SSH Client app €

Should know:

- login credentials

- server IP or
host name

Client
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Remote Machine

IP Address:

- 145.88.65.151
Host name:
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- gulliver
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SSH

SSH Client app € Some application
Should know:

- login credentials Server:|145.88.65.151
- server IP or Username: |gulliver
host name Password: [ s
‘
Client

Server
Remote Machine

IP Address:

- 145.88.65.151
Host name:

- shark.nl

SSH Server app €

User acounts:

- gulliver
: 182

- antonia
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Basics

SSH

SSH Client app €

Should know:

- login credentials

- server IP or
host name
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Connect

Practical

# PuTTY Configuration

Category

(= Session
. Loggng
£ Teminal

E+ Window
[ Appearance
Behaviour

Translation
Selection

. Colours

E+ Cannection

- Data

Basic options for your PuTTY session
Specy the destination you want to comect to

Host ‘Name for [ addresa) lPort ’
\[145.88.35.10] 2
'Connedio‘ﬁnfp :
(ORaw O Telnet O Rlogin| @ SSH| (O Serial
Load, save or delete a stored session 3

Saved Sessions

Defaul Settings o

Save

Delete

Close window on exit
Mways (O Never  (® Orly on clean ext

4
Co ] o
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Connect

PUTTY Security Alert

The server's host key is not cached in the registry. You
! have no guarantee that the server is the computer you

think it is.

The server's rsa2 key fingerprint is:

ssh-rsa 2048 11:56:20:25:2%:93:b7:ab:3b:04:d8:da:13:33:21:0d

If you trust this host, hit Yes to add the key to

PUTTY's cache and carry on connecting.

If you want to carry on connecting just once, without

adding the key to the cache, hit No.

If you do not trust this host, hit Cancel to abandon the

connection.
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Connect

Practical

r S
PUTTY Security Alert ]

L WARNING - POTENTLAL SECURITY BREACH!
The server's host key does not match the one PuTTY has
cached in the registry. This means that either the
server administrator has changed the host key, or you
have actually connected to ancther computer pretending
to be the server.
The new rsa2 key fingerprint is:
ssh-rsa 2048 52:6d:56:1e:73:b6:0c:62:17:10:6esebib2:51:81:be
If you were expecting this change and trust the new key,
hit Yes to update PUTTY's cache and centinue connecting.
If you want to carry on connecting but without updating
the cache, hit No.
If you want to abanden the connection completely, hit
Cancel. Hitting Cancel is the ONLY guaranteed safe
choice.

Yes ] [ No ] [ Cancel
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Connect

P 145.8835.10 - PuTTY. - o X

Practical Linux Course




Connect

P 145.8835.10 - PuTTY. - o X
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Connect

P 145.8835.10 - PuTTY. - o X
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Connect

P miefter@res-ssh-alg0l: ~
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MobaXterm

Connect to a remote machine

1 MobaXterm
Terminal  Sessions  View Xsever Tools Games Settings Macros Help

5 9 R & % 8 @ B B § X O X @

Session  Servers Tools Games  Sessions View spiit MultExec Tunneling Packages —Settings Help X server Exit.
Quick connect ® 1. Home [+ S

P . saved sessions %
: X mobaXterm

@

w

E

o

» Find existing session or server name

g

8

8

=

‘Welcome to MobaXterm
Press <return> to start a new session

CygUtils plugin not found on your system.

VERSION - Please support MobaX term by subscrbing to the professional edition here: http://mobaxterm.mobatek.net
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MobaXterm

Connect to a remote machine

Session settings X

w5 B x5 B 4 ® o @« © B @ =n
Tsmlm SSH Telnet Rsh Xdmcp RDP VNC FTP SFTP Serial File Shell Browser Mosh
= ©

Session 1

Quick ¥ Basic SSH settings

[l san
« o Remote host *[145.88.35.10 ] Specity usemame | ot

2 Check this option if you do not want to see

s the “Login:" prompt before connect

E W pdvanced SSH settings &, Terminal settings €0 Network settings i'r Bookmark settings

w

o

»

g

: =
3 Secure Shell (SSH) session

UNREGISTER
= 7 0K 3¢ Cancel b
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MobaXterm

Connect to a remote machine

" 145.88.35.10 (mlefter)

Terminal  Sessions  View Xserver Tools Games Settings Macros Help

: i -1 > & 3
5 8 B A4 w 8 @ B B A ©
Session  Servers  Tools  Games  Sessions  View spit  MultExec Tunnelng Packages Settings  Help

Saved sessions

P

¥ 145.85.35.10 (miefter)

¥
¥ sessions

& Tools

Macros

VERSION - Please support MobaX term by subscribing to the professional edition here: http:,jmabaxterm.mobatek

N

a

X

X server

x
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Exit

Q




MobaXterm

Connect to a remote machine

-
Terminal  Sessions View Xserver Tools Games Settings Macros Help
5 8 B 4 w 8 9w B = X @ X
Session Servers Tools Games Sessions View Spiit MultiExec Tunneling Packages Settings Help X server Exit

Q

Quick connect

B 1. Home

mlefter@
NLEY Ycl AN 0 [] =
'home/misfter/
2
5 Name
2 Do you want 1o save password for miefter@145.88.35.107
3 .
2 :ss:,‘h.smrtv —
o bashre w) o x
H profle "
b= U v If you want maximum securityfor your stored password
» you can define a ‘master passward" by going to
Seffings” —> "Misc” tab —> 1 Sefings”
g
1
o [JDo not show this message again
]
<

[ Follow terminal folder

UNREGISTERED VERSION - Please support MobaXterm by subscriing to the professional edition here: http: /jmobaxterm.mobatek.net
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MobaXterm

Connect to a remote machine

7 145.82.35.10 (mlefter) - o X
Terminal  Sessions  View Xserver Tools Games Settings Macros Help
- i 4 x - Y
% 8 B %4 % 8 @ B\ = A O X
Session  Servers Tools Games  Sessions View spiit MultExec Tunneling Packages —Settings Help X server Exit.
LT ¥c) AN "
2
5 Name E
3
3
bash_history
x bash_logout
» bashrc
g profle
g
g tem are free software;
= ed in the
g to the extent
o a 2017 from
< > b /mlefter/.Xauthority does not exist
[ Follow terminal folder
v
VERSION - Please support MobaX term by subscribing to the professional edition here: http:,jmabaxterm.mobatek
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MobaXterm

Delete saved password

1 145.82.35.10 (mlefter) - o X
Terminal  Sessions  View Xserver Tools Games Settings Macros Help

s/ 8 B A w B % B B8 F| X |6 X

Session  Servers  Tods  Games  Sessions  View spiit  MultExec Tunneling Packages| Setti H X server

nnect B 1. Home

Saved sestons X11-forwarding (remote (‘l Y SH) A
« * DISPLA : (automatica

¥ 145.85.35.10 (miefter) .
2 > For more info, ctrls+click on
H
@
¢ ded with the Debia free software;

tion terms for each prog ribed in the

H in are/do
o
» /Linux_come ABSOLUTELY N Y, to the extent
= A
8
8
=

t to file

VERSION - Please support Mobak term by subscrbing to the professional edition here: http://mobaxterm.mobatek.net
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MobaXterm

Delete saved password

MobaXterm Configuration be

Teminal | General [ Terminal B¢ x11 (BB ssu

_ Tooloar & Tavs

L ©

Session Exit.
ik Persistent home directory |<Temp directory= | = @ N
Quic

[l 1 =

« (1Y Persistent root () directory |<Temp directory= | = @

H

H Defaulttext editor program [<HobaTedEdor> ]

@

y g

H = &

2 !ﬁ MobaXterm passwords management /\

» G MobaXterm keyooard sharauts Configure MobaXterm password management:

. - Define whether MobaXterm should store passwords

£ Q Right-click menu on Windows folde - Define a master password

= | -Manage stored

backup file

:
oK [or |
e [T ] | %o
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MobaXterm

Delete saved password

MobaXterm passwords settings X X
Terminal
5 save sessions passwords O Aways  ONever @ Ask [ save SSH keys passphrases as wel [‘.’j
Session Ext
Quick] [ Passwords 1) Credentials Q
%] ~
« Protocol Usemame Serverame Password
mlefter 145883510 e
H ssnaz: mieter 145883510 S
@
W
L
5 A
g U
® i’ Show passwords [%] Delete selected 3 Delete all Export to file =
7
2
5
o Choose where to save passwords ) User registry @ Configuration file
o4 Seta Master Passwor for sirong passwords encryption
W oK v
UNREGIST
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MobaXterm

Delete saved password

e
L 4
Terminal
5 save sessions passwords O Aways  ONever @ Ask [ save SSH keys passphrases as wel [‘!j
Session Ext
Quick] Passwords 1) Credentials Q
g ~
< ||| protocol Usemame Servemame Password
mlefter 14588.35.10 e
] ssh2z:
2 MobaXterm
@
W
o Are you sure that you want to delete the selected item(s)? {
3 YA
2 v N
® i’ Show passwords E]
Ves Ne
7
2
5
o Choose where to save passwords O User registry @ Configuration file
o4 Seta Master Passwor for sirong passwords encryption
W oK v
UNREGIST
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MobaXterm

Delete saved password

™ 14588
Terminal
5 save sessions passwords O Aways  ONever @ Ask [ save SSH keys passphrases as wel
Session
Quick] Passwords 1) Credentials
g

< || protocol Usemame Serverame Password

H

s

@

W

2 JITaS
2 g w
® i’ Show passwords £ 3 Delete all Export to file ~
7

2

5

o Choose where to save passwords O User registry @ Configuration file

o4 Seta Master Passwor for sirong passwords encryption
W oK
UNREGIST!
—
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A Bit More Closer to Reality

145.88.11.2 145.88.11.3

145.88.35.10

145.88.65.151

215.128.50.6

145.88.35.11
172.217.27.68
www.google.com

189.124.64.3 197.155.77.2
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A Bit More Closer to Reality

215.128.50.6

172.217.27.68
www.google.com

189.124.64.3

Practical
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145.88.35.10
| SSH Gateway

10.161.107.124  10.161.107.125

(jump server) 145.88.65.151
Shark Cluster
Head Node

145.88.35.11

Education
Server

197.155.77.2




Jump Server

10.161.107.124  10.161.107.125

145.88.35.10
| SSH Gateway
(jump server) 145.88.65.151

Shark Cluster
Head Node

215.128.50.6

145.88.35.11

Education
Server

172.217.27.68
www.google.com

189.124.64.3 197.155.77.2
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Jump Server

10.161.107.124

N I

145.88.35.10
| SSH Gateway
(jump server) 145.88.65.151

Shark Cluster
Head Node
.

\emeemme e ===

215.128.50.6

145.88.35.11

Education
Server

172.217.27.68
www.google.com

189.124.64.3 197.155.77.2
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Jump Server

10.161.107.124  10.161.107.125

P

11145.88.35.10
SSH Gateway

145.88.65.151

Shark Cluster
Head Node

.
215.128.50.6,
~ -

e

145.88.35.11

Education
Server

172.217.27.68
www.google.com

189.124.64.3 197.155.77.2
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Jump Server

10.161.107.124  10.161.107.125 = = = = = = =

145.88.35.10
| SSH Gateway
(jump server) 145.88.65.151

Shark Cluster
Head Node
.

\emeemme e ===

.
215.128.50.6,
s

~a=

145.88.35.11

Education
Server

172.217.27.68
www.google.com

189.124.64.3 197.155.77.2
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Jump Server

With MobaXterm

1 MobaXterm - o
Terminal  Sessions  View Xsever Tools Games Settings Macros Help

— _ . N o i \

5 8 B 4 w B 9 BA ¥ X @ X
Session  Servers Tools Games  Sessions View spiit MultExec Tunneling Packages —Settings Help X server

Quick connect @ 1. Home [
P . saved sessions

: mobaXterm
@
w
E
o
» Find existing session or server name

g

8
8
=

7 Welcome to MobaXterm

Press <return’> to start a new session
Cygutils plugin not found on your system.
VERSION - Please support MobaX term by subscrbing to the professional edition here: http://mobaxterm.mobatek.net

x

©
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Jump Server

With MobaXterm

Session settings X
L) ) 5 . ~ - B u) x
b R T I RN I I

SSH | Telnet Rsh  Xdmcp RDP VNC FTP SFTP  Serial File Shell Browser Mosh U
L O

Session 1 Exit
Quick ¥ Basic SSH settings &

[¥] san
« B Remote host *[145 88,65 151 1 Specify usemame Y

H 5
H ¥ Advanced SSHsetings B Terminalsetings | €9 Networkseftings | ' Bookmark settings
e 1 |}
s’ | Connect through SSH gateway (jump host)
Gateway SSH server 145883510 || [Port [22 | |user [miefed J
2
% [JUse private key 7 8 ]
= L
Proxy settings (experimental)
Proxy type: 1080 =
UNREGISTER
| 7 OK $¢ Cancel =
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Jump Server

With MobaXterm

M MobaXi ) 2 - - X B -
g 5 &% B ¥ @ @ % T B e
L] SSH Telnet Rsh Xdmcp RDP  VNC  FTP  SFTP  Seral  File  Shell Browser Mosh

o ©

Session  §

Ed Exit
Quick @ Basic SSH settings N
£V say " K
o« Remote host *[145 88 65 151 [Speciy usermame [mieker ][4}
" Mobaxterm %
H
H ) Atvanced SSH setf Please enter your password for misfier on 145.88.35.10 3
. o
3 \ —\‘ [ show password
s’ HConnectthroug & =
Gateway SSH 5 oK ¥ cancel
A
g [Use private k
> -~
Proxy settings (experimental)
Proxy type 1080 =
UNREGISTER |
1

3¢ Cancel s




Jump Server

With MobaXterm

W 145.82.65.151 (mlefter) - a X
Terminal  Sessions  View Xserver Tools Games Settings Macros Help
3 I’ A 3 g Y
H 6 B 4 w 8B @# B = X © X @
Session Servers Todls Games Sessions View Split MultExec Tunneling Packages Settings Help X server Exit

Q

Saved sessions

P

45.88.65. 151 (mlefter)

¥
¥ sessions

& Tools

Macros

VERSION - Please support Mobak term by subscrbing to the professional edition here: http://mobaxterm.mobatek.net
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Jump Server

With MobaXterm

W 145.83.65.151 (mlefter) - o X
Terminal  Sessions  View Xserver Tools Games Settings Macros Help
5 £ § A ; B >
85 8 B % w 8§ W B\ = A © X ©
Session  Servers Tools Games  Sessions View spiit MultExec Tunneling Packages —Settings Help X server Exit.

Quick connect

MO [ XK

]

3 = 0
fhome/miefter/

2

5 Name

2 Do you wantto save password for miefter@145.88.65.1512
3

o projects. ~

! W Yes
i, If you want maximum security for your stored password,
» you can define a ‘master passward" by going to
Settings” > "Misc" tab —= 1 settings”

3

8

g [Jo not show this message again o

) snp

[ Follow terminal folder

VERSION - Please support Mobak term by subscrbing to the professional edition here: http://mobaxterm.mobatek.net
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Jump Server

With MobaXterm

W 145.83.65.151 (mlefter) - o x
Terminal  Sessions  View Xserver Tools Games Settings Macros Help
8 i 4 x - Y
5 8 B & w 8 9 B B X © X @
Session  Servers Tools Games  Sessions View spiit MultExec Tunneling Packages —Settings Help X server Exit.
B 1. Home 88.65. <
~
(BB IXE
2
5 Name
3
3
projects M
W IMMMMMMMMMMMMMMMEE MMMMMMWOC .
- ONMMMMMMMMMMMMHMMMMMO , kMMM ; cdx
2 CMMMMMMMMMMMMMMMMMMMND 0
» MMMMMMHMMMMMMMHMMMN
MMM, WHMMMMMMMMMMMMMM Y
] MMM * - » CAOKNMMMMMMMMMMY ]
5 . .
=
[£]
< Bl =st login: Thu Feb 23 1 2 2017 from
th: file /home/mlefter/.Xauthority does not exist
[ Follow terminal folder
v
VERSION - Please support Mobak term by subscrbing to the professional edition here: http://mobaxterm.mobatek.net
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Session settings X

By B g ¥ 4 @ @ @« T B @ m [0
SSH Telnet Rsh Xdmcp RDP VNC FTP SFTP Serial File Shell Browser Mosh
5 3]

Session

Terminal

Quick ¥ Basic SSH settings &

[l
« Ei Remote host *|145.88.35.10 peciy usemame Ul ot

£ =
K Advanced SSH settings ®, Terminal settings €3 Network settings ¢ Bookmark settings
w
& a Remote Interactve shell
3
8
E Display SSH-browser [Juse sCP protacol [JFollow SSH path (experimental)

[Juse private key [JAdapt remote host lacale

Exeuts macroat svssion tart wiprimentay

UNREGISTER
| 3¢ Cancel H
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Remote copy

o x "
@ | Temingl Sesions View Xsever Tools Games Setings Mocros Help
- .
i Bynewrens [ ovens Bseecan n 8 B & w 8 @ B = X © X ©
sebetnone Sesion  Severs  Took  Games Semions  Vew St  MitExec Tumelng Padages Setings  Heb Xeve Bt
B ProPSrie L pistory 2 nvert selection Q ne:
New Open seieat Yy YT ]
L [momeimieferi /|
- - S :
(remo play is foru
(au Uy set on
»
§
2
9 [ Follow terminal folder
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Remote copy

9 145.86.35.10 (miciter) - o x
© | Teminal Sesions View Xsewer Tools Games Settings Macros Help
- i
i Bynewrens [ ovens Bseecan H 8 B & w 8 @ B = X © X ©
sebetnone Sesion  Severs  Took  Games Semions  Vew St  MitExec Tumelng Padages Setings  Heb Xeve Bt
wame Properties
PN Lo istory 5 vt seecton Q ne
New en et
=2 = P [e]
vi® emp L [momeimieferi 7
A O Name . modifed 7 HEES ¢
YEROTEITOM  Filefolder 3
K (remo play is forw
(au Uy set on
Ch|
2
9 [ Follow terminal folder
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Remote copy

Ty Newtem + ~ Open~
= (A
same Properties
S [ History
New Open
A 0O Neme

Hsetectan
Seect none
2 imert setection

Select

modified 1

17PM  File folder

145283510 i)
Teminal Sesions View  Xsever Tools Games Setings  Macros Help
5 8 B 4 % 8§ @ B = X ©

Sesson  Servers  Toos  Games Sessons  View  Spit  MtExec Tumeing Padages Settngs  Hep

« A
/]
(remo play is foru
(su Uy set on
»
s Ihomelmiefier/
H

3 >

[ Follow terminal folder

1/

@ Concel
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Remote copy

9 145.86.35.10 (miciter) - o x
©| | Teminal Sesions View Xsewer Tooks Games Settings Macros Help
= .
i Tvewiten~ [ ' Open - el 5 @ & 3 s 5 @9 B =2 X O X ©
setetnone Sesson  Severs  Tods  Games Semioms  View St  Mitxec Tumeing Padages Settogs  Hep Xsever  Eat
wame Properties
PN Lo istory 5 vt seecton Q ne @
New en et
=2 = P [e]
v|o emp L [momeimieferi 7
A O Name . modifed 7 HEES ¢
YEROTEITOM  Filefolder 8
ot x
R (remo play is foru
(au Uy set on
»
§
2
9 [ Follow terminal folder
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